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Abstract

Deploying support for digital signatures can beaganheadache for any organisation. In many cases
signatures are created on behalf of an organisdtignmay be applied by a constantly changing
authorised group of personnel. The need to matiegallocation and certification of the multitude o
user keys can be particularly burdensome and diffto secure. This paper presents an alternative
approach to the digital signing, which significgnteduces these headaches, being supported by a
number of companies and standardised by OASIS. OAS8IS “Digital Signature Services” (DSS)
standard specifies the use of a specialised s@wéne creation and verification of signatures emd
control of remote clients. Instead of keys havwiade held and managed individually, OASIS DSS
enables keys and other aspects of the signingceetoibe managed centrally on a networked server.
The OASIS DSS protocol supports a range of sigeatommats including XML and CMS. It is de-
signed around a basic "Core" set of elements amckpures which can be profiled to support specific
uses such as time-stamping (including XML struduimestamps), corporate entity seals, electronic
post marks and code signing.

1 Why OASIS DSS?

Electronic documents play a key role in today's emndousiness environment. No longer
does paper form the basis for the day-to-day bssindnformation is prepared and stored
electronically and exchanged on line through eraad other online services. E-commerce
and the electronic office is no longer just a buwzzd but a reality. However, such key busi-
ness information is generally stored and exchamgathprotected form. Electronic docu-
ments can be readily changed and it can be difftouprove its authenticity. Such informa-
tion can be open to fraud and in modern regula@omironment where electronic documenta-
tion provides essential part of audit records aglilatory reporting. Organisations are leav-
ing themselves vulnerable to attack and can alae MBfficulties in providing verifiable
documentary evidence against claims of malpractiThe keeping of paper records for key
business information is becoming less and lesspoetical proposition.

A solution to ensuring authenticity of electronmcdments has been available for many years
— digital signatures. This enables the souragogtimentation to be quickly verified as com-
ing from an authentic source and any document tangpes made immediately obvious. Fur-
thermore, being based around public key technigdiggtal signatures can be used at the
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global level. Given the appropriate public kefrastructure any party can readily verify a
signed document's authenticity.

However, the widespread use of digital signatuasyet to be realised. Similar techniques
have been generally accepted as the solution afisgoweb site using SSL. But, whilst use
of digital signatures is gradually spreading, diggignatures have yet to obtain widespread
adoption. The use of digital signatures is ofteansas a major headache. The management
of the keys necessary to produce digital signatcaesbe burdensome and often needs the use
of special smart card devices to ensure the sgafrihe keys. This can be particularly diffi-
cult in large organisations where there are langalers of individuals who regularly need
new keys because of change in roles as well aslg@mping and leaving the organisation.
Furthermore, individuals often misplace or misuse keys compromising their security add-
ing the further burden of a major infrastructurelandling revocation.

The OASIS Digital Signature Services (DSS) stangmoides a way of significantly reduc-
ing the headache of using digital signatures byrotimg the application of signatures on an
organisational basis through a network based seruestead of each individual requiring to
protect a document having to be allocate a key alitthe difficulties of managing and secur-
ing it, using DSS the signing keys are managed secare server with all the security con-
trols necessary to minimise the risk of compromigée creation of a DSS server based sig-
nature can be still under the control of an auseatiindividual but instead of needing special-
ised signing equipment for each user, the exisisgy authentication mechanisms (password,
two factor, biometric ...whatever already is accefigdhe organisation) can be used. A DSS
signature can secure the organisation's documeffitsently and effectively, whilst maintain-
ing accountability down to the individual levelurthermore, the security necessary to protect
sensitive signing keys can be targeted at the reggserver, for example through the use of
tamperproof signing devices and placement in arse@om with controlled access, perhaps
with dual control, thereby maximising security ayad reducing costs because the security can
be highly localised. This is further enhanced gy ability to manage the auditing of signing
events centrally.

The development of the OASIS DSS has involved ¢hdérs in the digital security market in-
cluding RSA, IBM, BEA Systems, Entrust, Surety, €stbust. Also, OASIS DSS has worked
closely with the Universal Postal Union to facii@éahe use of DSS within their Electronic
Post Mark system [UPU EPM]. Several implementatierist and interoperability trials are
being carried out to demonstrate the practicabilftthe standard. Much of the work of DSS
has been aimed at building on the simplicity ofeistamping services to provide the full ca-
pabilities of digital signatures and support a enfjsignature forms.

This technique of network based signing is paréidulappropriate where information is re-
leased on behalf of an organisation, for examphkh wigning of code to indicate that the a
program is created by a trusted corporation withappropriate development and release or-
ganisational controls. By placing the organisalaignature in shared server, the creation of
the signature can be linked to the appropriaterotsnfor proper authorisation and release of
signed code. Similarly, DSS signatures can be usetkctronic invoicing to sign electronic
invoices where the appropriate release procedaes lbeen met.

The use of DSS is not limited, however, to the isigrof documents with corporate signa-
tures. It can be used to provide general faddlitie protect the integrity of key documents
within any organisation by sealing or time-stampdlaga to ensure that it cannot be modified
once protected. The approach of network basedngjga also being recognised as form of
proxy signing in legal environments such as catingf and notarial services.
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2 What Does OASIS DSS Do?

The basic aim of the OASIS Digital Signature See(iDSS) draft standard is to define proto-
cols for a networked web service to support digsighatures. It also supports a variety of
variations on basic digital signature services saghime-stamping.

DSS is designed to support a range of signatumadts. Not only does DSS support the
World Wide Web consortium XML Signature [W3C XMLDO$}j but also the widely used
Cryptographic Message Syntax (CMS) binary signdd ttamat [IETF CMS]. It can even be
extended to support other forms of signature ssdA@P. The protocol is also designed to be
easily extensible to enable support of advancedsarf CMS and XML based electronic sig-
natures such as defined by ETSI [ETSI TS 101 73 &SI TS 101 903].

DSS supports two basic protocols one for the ayeatf digital signatures, the other for veri-
fication of signatures. The basic operation of @SDsign and verify requests are illustrated
below:

3. User sends signed

document to recipient o
Usel [~~~ "~---===-==-==---- > Recipient(s)
A
1. User sends authenticatpd 2. Server answers with a
Sign request (document) Sign response (Signed
document)
v
DSS Serve

Fig 1. lllustration of DSS Sign Protocol (to be updatdgth prettified version)

1. The user sends the request for the document teghedsthrough a secure channel that
authenticates the user (e.g. SSL with client auitetion).

2. The server checks that the authenticated uselowed to sign the document and if ac-
ceptable signs the document on behalf of the uglravcorporate signing key or a key
which the server holds on behalf of the user.

3. The signature is added to the document by the semvé returned to the user back
through the same secure channel.

Having obtained the signed document from the DS%s¢he user can then pass it on to
one or more recipients who may verify the signathemselves or use the DSS verify
protocol

The recipient may verify the signature himself se the DSS verify protocol as indicated
below:
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0. User has received a

Originator sighed document ) Use|
A
1. User sends Verify request 2. Server
(signed document) for answers with
verification. aVerify response
(OK / Not OK)
v
DSS Serve

Fig 2 Illustration of DSS Verify Protocol

The user may be passed a signed document comimgafteser with its own signing capability
or one using the DSS Sign protocol as describedeabo

1. The user sends the request for the signed documéiet verified through a secure chan-
nel (e.g. SSL).

2. The server verifies the validity of the signed doeut including checking the validity
and revocation checks on any keys or certificatasegessary.

3. The results of this verification is returned backhe user through the same secure chan-
nel.

The DSS protocol removes from the user all the énschormally associated with digital sig-
natures. There is no need for the managemerirgé Inumbers of keys distributed through-
out the organisation, and no special cryptograpbate or keys are needed on the client sys-
tem. Where it is necessary to authenticate tlemicéxisting mechanisms can be used. All the
problems of maintaining the security of the keyd aryptographic functions associated with
digital signatures can be managed by the orgaars#trough centralised controls.

DSS servers can be used to maintain an audit récaahfirm that signatures are verifiable at
the time of receipt, and through use of time-stamgpensure that the validity of archived
signed documents can be assured long after thecablal keys have expired.

3 DSS specification set structure

The DSS specification set is formed by the so-datlere document (“Digital Signature Ser-
vice Core Protocols, Elements and Bindings”) amdimber of additional documents defining
specific profiles of the aforementioned core protec

The core document defines the (XML-based) syntak semantics for the basic services,
namely: signature generation and signature vetifioaThis includes:

» Definition of four basic messages: SignRequesnBagponse, VerifyRequest and Veri-
fyResponse. They are defined to easily manage ds common signatures formats, ie,
[XMLSig] and [CMS].

» Definition of an extensibility mechanism that allewhe clients to further qualify or even
increase the extent of the requests through ogtiopats. It also allows the servers to
answer with extended responses through the comdsppoptional outputs.
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» Definition of a XML format for a time-stamp tokefully based on XML signatures as
specified in [XMLSig].

» Definition of mechanisms for managing generatiod werification of digital signatures
carrying time-stamp tokens (both CMS-based as défin [RFC 3161] and the XML-
based specified in the core document itself) coegbudn the signatures themselves
(signature time-stamps).

» Definition of bindings for transport and securifjhe first ones specify how DSS mes-
sages are encoded and carried over the most pdpartaport protocols (it defines bind-
ings for HTTP —through HTTP POST exchanges- and BQA). The security bindings
establish rules for providing confidentiality, aettiication and integrity to the transport
binding; TLS 1.0 support is mandatory and SSL 8y@psrt is optional. In this way cli-
ents may use wide-spread tools that do not jecpattieir implementation.

The profile documents further develop the basicsagss so that they may be easily tailored
to meet the requirements of a specific applicationse case. Profiles may restrict the values
ranges of certain message elements, or, if requengignd the basic core protocols defining
new optional inputs, outputs and/or bindings.

The final result is not only a set of protocolgyting a number of relevant scenarios but also
a set of generic protocols which may be easilyhrrprofiled as new uncovered use cases are
identified.

4 Variations and Profiling DSS

The DSS protocol supports a number of variationthis protocol. For example, the signa-

ture may be passed back to the user on its owaclded from the document to which it ap-

plies, or placed within the document to which ipkgs. Another variation is that the docu-

ment is reduced to a simple hash fingerprint foidggg to the server instead of the document
for either signing or verification, thereby redugibandwidth requirements and reducing the
opportunity for the confidentiality of the documeatbe compromised.

When signing a document the DSS server may addiaaali attributes or properties to the
signature such as the claimed signing time or a-8tamp against the content applied imme-
diately before signing.

Due to the number of variations a specific setfifoms can be selected in the DSS protocol
to support a particular mode of operation or appion requirement. This selection from the
DSS protocol is defined in separate DSS profilecsipation. The DSS protocol is also de-
signed to facilitate extensions and so DSS Profilag also extend the protocol, as well as se-
lecting specific options, defining its own profggecific input or outputs for profile specific
attributes of a signature.

One of the simplest DSS profiles provides time-gti@g equivalent to the existing time-
stamping standard — RFC 3161, but incorporatingugeeof XML. In the DSS time-stamping
profile selects from the core to provide simpledistamping as follows:
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Document +

~ Usel i -S_ig_r{e_d_t_irﬁ_efs_tér_ﬁp ----- > Recipient(s)

A

Sign request Sign response
(document hash) (Signed time-stamp)

DSS
Time-stamping
Server

Fig 2: lllustration of DSS Time-stamp Profile

The user calculates the hash of the document tioneestamped locally
This document hash is sent to the DSS time-stang@ngger.
The server creates a signed object containingdhardent hash and the signing time.

The signed time-stamp is returned to the user,ifaitlte DSS server is not accessed
through a secure channel the user may verify tgeasire as being valid and from a
trusted server.

The user would pass the document and signed tiamepson to one or more recipients. If
required a profile of the DSS verify protocol mag ised to verify the time-stamp at the
recipient.

A number of profiles have been defined for DSSisTicludes:
a) Time-stamp profile

P wbdPR

As described above, including support for XML fotrtine-stamps.
b) DSS Entity Seal Profile

This profile is a variation on a signed time-stamwbere the signed object includes not
only the time but the identity of the authenticatesgtr requesting the "entity seal". This
provides further traceability and provides a forfiigroxy" signature where the signature
is produced on behalf of another identifiable party

c) Advanced Electronic Signature Profile

This profile produces signatures that have thebates needed for legally qualified and
long-term signatures

d) Codesigning Profile

This profile is designed to support the signingofle authorised for distribution with an
organisational signature indicating its authenticit

€) Electronic Post Mark Profile

This profile is for providing an electronic post mkaised confirm authenticity of email, as
promoted by the Universal Postal Union (UPU).
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f) Signature Gateway Profile

This profile supports the creation of signaturea gateway from a form only recognised
internally to a standard form which can be recagphisxternally.

5 Technical Details

The DSS core document defines two protocols: onesiffnature generation (Sign) and one
for signature verification (Verify). Each protoad¢fines two XML messages: one for request-
ing the provision of the service to the server (R=t), and other for giving the result back to
the client (Response).

5.1 Sign protocol

TheSi gnRequest message has two different parts:

1. I nput Docunent s. This element contains information on the documénat must be
signed. Binary documents are encoded in base-@dinnBase64Dat a. XML docu-
ments may be escapdscapedXM.), base-64 encode@dse64XM.) or without any
previous processing 0l i neXM.) . | nput Docunent s may also contain the digest of
the documentsDocunent Hash) or even a transformed version of the originalwdoc
ment (Tr ansf or medDat a).

2. Optional I nputs. The core document defines some contents thatbeayseful to
any profile. The core defines inputs for indicatthgidentity of the requester; for indi-
cating the signindgcey to be used by the server; for requesting to the server theege
tion and incorporatiof a time-stamp token on the signature; for requesting genera-
tion of multipleds: Ref er ence elements for a singleocunent , etc.

The core document specifies how the server musaveetvhen receiving 8 gnRequest
for generating the requested signature and buildiegorrespondin§i gnResponse.

TheSi gnResponse message has three relevant parts:

1. Resul t, with details of the result of the server’s operata mandatoriRe-
sul t Mpj or, notifying whether the server executed propentypptionalResul t -
M nor giving specific details, and an optional strilg¢$ul t Message).

2. Si gnat ur eCbj ect , which may enclose the signature created to beepda® the
client. This may be a XMLds: Si gnat ur e) or a base-64 encoded CMS signature
(Base64Si gnat ur e). It may also contain a RFC 3161time-stamp or abddsed
time-stamp as defined by the DSS core itself. inamay also contain a refer-
enceli gnat ur ePt r) to an enveloped XML signature within a document.

3. Opti onal Qut put s. An example is the one for including documentsedoping the
signature requested.
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,(Iss:lnputDocuments =

|
|

‘ f(lss:BaseGelSignaiure
‘ ,(Iss:Siun'.ﬂurePtr

Fig 5: SignResponse message structure

5.2 Verify protocol

TheVeri f yRequest message has three main parts:
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1. SignatureCbject. This element is used for passing the signatureeteerified to
the server. Its structure is the same as the @septinSi gnResponse message.

2. I nput Docunent s. This element is used for passing the signed deatsnthat the
server must deal with while verifying the signatufEhey may even incorporate
enveloped signatures.

3. Optional I nputs. The core defines inputs for instructing the serteeverify any
ds:Manifest element present in [XMLSig] signaturies;requesting to the return, of de-
tails on the verification process; for requestihg teturn of the signatory’s identifica-
tion, for requesting the incorporation of unautieated properties (cryptographic mate-
rial used for verification, for instance) to thgrsature; and for requesting the generation
and incorporation of a signature time-stamp asrauthenticated property, among other
purposes.

TheVer i f yResponse message shares its two elements BitgnResponse:
1. Result gives details of the result of the server's operat

2. Opti onal Qut put s. Generaly speaking, each optional input of VerdgRest is re-
lated with thecorresponding optional output whéeegerver passes to the client the
result of the specific processing requested.

5.3 XML Time-stamp token

DSS core protocol also defines a format for XML gistamps. A XML time-stamp is an
XML Signature (as defined in [XMLSig]) that signa ds:Object element enclosing the cur-
rent time and related information in a TSTInfo eésn

Contents of this TSTInfo element are equivalernthofields defined in the binary timestamp
structure defined in RFC316Cr eat i onTi ne contains the time when the token was is-
sued;Ser i al Nunber contains a unique serial number across all then®lgenerated by a
particular TSAEr r or Bound indicates the TSA’s estimation of the maximum emnats lo-

cal clock.Pol i cy identifies the policy under which the token hasrbessuedOr der ed in-
dicates whether the time-stamps generated by a dr8Aordered according to the value of
Creati onTi nme. TSA contains TSA’s name.

6 Conclusion

At the time of writing the DSS set of standards eweently in Committee Draft status and
just about ready to be submitted for public comrmselnt parallel, certain members of the TC
have started an interoperability initiative for @ssing the protocols under a practical perspec-
tive, and suppliers are already working on bringimgplementations to market. By imple-
menting DSS, the power of digital signatures carptwvided without the headaches of in-
stalling PKI capabilities at every user system anduring signing keys and devices are man-
aged securely.
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